Penetration Test Authorization Agreement

Between:

CREO Solutions UG

Mainzer LandstralSe 10

60313 Frankfurt am Main, Germany

Represented by: Danny Avit Carel

(hereinafter referred to as the "Service Provider")

And:

Company Name:

Address:

Represented by:
(hereinafter “Client”)

1. Purpose of Engagement
The Client authorizes the Service Provider to carry out a controlled penetration test against the systems
specified below, with the purpose of detecting vulnerabilities and demonstrating successful

exploitation.

Systems to be tested:

(Describe clearly the system, URL, IP ranges, services, or environments to be tested)

The goal of this engagement is to provide verifiable evidence of successful unauthorized access or
exploitation, without making changes or fixes to the environment.



2. Scope and Authorization
The Client grants explicit permission for the Service Provider to:
* Attempt to bypass security controls
* Gain unauthorized access to internal systems
* Extract non-production data or system artifacts to demonstrate compromise
* Use both automated and manual attack techniques
* Operate during the agreed timeframe without requiring prior coordination for each test phase

The Client understands that the penetration test will simulate real-world scenarios.

3. Deliverables
The Service Provider will deliver:
* Conclusive evidence that unauthorized access to the specified systems was achieved

* This may include screenshots, command output, exfiltrated dummy files, or other clear
indicators of compromise

The sole purpose of this engagement is to demonstrate that the Client’s environment can be breached.
Any further services, including risk analysis, mitigation planning, or system hardening, shall be subject
to a separate agreement..

4. Liability and Risk

The Client acknowledges that penetration testing may result in minimal and temporary technical
impact, but the testing methodology is specifically designed to prevent any interference with the
Client’s business processes or continuity.

The Service Provider commits to:
* Acting professionally and responsibly
* Avoiding permanent damage, loss of data, or system instability
* Not modifying, deleting, or destroying any systems, services, or infrastructure

* Not extracting or altering any sensitive, personal, or production data

5. Confidentiality

All information shared during the engagement, including test results, findings, and system details, shall
be treated as confidential by both parties.



6. Duration

This agreement is valid from the date of signature and expires automatically after three (3) months or
upon delivery of the agreed proof-of-breach report, whichever comes first.

7. Jurisdiction

This agreement is governed by the laws of the Federal Republic of Germany. Place of jurisdiction is
Frankfurt am Main.

8. Signatures

Signed in , on - -2025

CREO Solutions UG
Name: Danny Avit Carel
Position: Managing Director

Signature:

Client Company:
Name:
Position:

Signature:
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